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12 January2023

NIST Information Technology Lab

This webinar is being recorded



Welcome & Session Overview

David Temoshok, NIST SP 800-63 Program Lead



Purpose: 

üTo kick off the public comment period for NIST SP 800-63 Revision 4!

üTo provide you with insight into our proposed changes 

üTo enumerate the public comment process and timeline 

Outcomes:

VYou will have an understanding of the changes to revision 4 as well as the drivers that resulted in the 
proposed changes

VYou will have insights into the areas where NIST is seeking specific input for the final version of the revision

VYou will have details on the comment period and how to submit comments to the NIST team 

Why are we here today?
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Item Speaker Time
Welcome David Temoshok 5 minutes

Opening Remarks Kevin Stine 5 minutes

Introduction ςNIST and the 
Digital Identity Guidelines

Ryan Galluzzo 10 minutes

Changes to Base Document Connie LaSalle 30 minutes

Changes to 63A David Temoshok 45 minutes
Break 2:45 ς3:00

Changes to 63B & 63C Andy Regenscheid 45 minutes
Key Dates & Next Steps Ryan Galluzzo

Questions and Answers: Due to the high registration volume we will be using the Q&A feature on Webex. Please 

submit questions there. We will attempt to answer as many as possible. 

What will we be discussing? 
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Audience Engagement

Please use the Q&A window to enter your 
ǉǳŜǎǘƛƻƴǎ ŦƻǊ ǘƻŘŀȅΩǎ ŜǾŜƴǘΦ 

1. On the right side, click on the 3-dot 
button.

2. Click the Q&A header to open the 
Q&A panel.

3. Type your question in the box, along 
with your name and organization.

4. Click send.
5. We will answer as many questions as 

we are able during Q&A sessions.
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Adjusting Slide Size

To adjust the size of 
the slides on your 
screen, drag the bar 
in-between the 
slides and presenter  
to the left or right.
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Opening Remarks
Kevin Stine, Chief of the Applied Cybersecurity Division



Introduction ςNIST and the Digital 
Identity Guidelines

Ryan Galluzzo, Digital Identity Program Lead, Applied Cybersecurity Division



Mission: To promote U.S. innovation and industrial competitiveness by 

advancing measurement science, standards, and technology in ways that 
enhance economic security and improve our quality of life.

Vision: NIST will be the world's leader in creating critical measurement 

solutions and promoting equitable standards. Our efforts stimulate innovation, 
foster industrial competitiveness, and improve the quality of life.

bL{¢ ƛǎ ǘƘŜ ¦{ DƻǾŜǊƴƳŜƴǘΩǎ ǇǊƛƳŀǊȅ ŀƎŜƴŎȅ ŦƻǊ ƳŜŀǎǳǊŜƳŜƴǘΣ ǊŜǎŜŀǊŎƘΣ ŀƴŘ ǎǘŀƴŘŀǊŘǎ 

ŘŜǾŜƭƻǇƳŜƴǘ ŦǊƻƳ ƳŀƴǳŦŀŎǘǳǊƛƴƎΣ ǘƻ ǉǳŀƴǘǳƳ ŎƻƳǇǳǘƛƴƎΣ ǘƻ ŎȅōŜǊǎŜŎǳǊƛǘȅΧŀƴŘ ƴŜŀǊƭȅ ŜǾŜǊȅǘƘƛƴƎ 

in between 

What is NIST?
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bL{¢Ωǎ ǊƻƭŜ ƛǎ ǘƻΧ

ÅCreate Guidelines by way of NIST Special Publication 
800 series ςfor example NIST Special Publication 800-
63: Digital Identity Guidelines. These are mandatory 
for federal agencies and widely adopted by 
commercial entities.

ÅDevelop Standards such as Federal Information 
Processing Standards (FIPS) and contribute to 
international standards such as those developed in 
ISO, IETF, W3C, FIDO, and IETF.

ÅConduct foundational and applied research to 
advance knowledge of Digital Identity Technology and 
Processes and bridge the gap between standards, 
guidance, and implementation.

ÅEnhance Metrology of identity systems to better 
understand performance, security, and equity of 
digital identity implementation. 

bL{¢Ωǎ ƻƴƎƻƛƴƎ ƛƴƛǘƛŀǘƛǾŜǎ ƛƴŎƭǳŘŜΧ

ÅUpdating NIST SP 800-63, Digital Identity Guidelines
and NIST 800-157, Guidelines for Derived Personal 
Identity Verification Credentials to address new 
technology and challenges.

ÅCreating new guidelines for PIV Federation in SP 
800-217 to promote greater cross agency 
interoperability.

Å5ŜǾŜƭƻǇƛƴƎ aƻōƛƭŜ 5ǊƛǾŜǊΩǎ [ƛŎŜƴǎŜ ǎǘŀƴŘŀǊŘǎ ƛƴ 
conjunction ISO/IEC to advance deployment and 
adoption of the technology.

ÅResearching Identity Verification, fraud 
management, and Attribute Validation technology 
to set the foundation for future guidelines and 
standards engagement.

ÅDeveloping Zero Trust reference implementations 
to advance critical national cybersecurity priorities.

²Ƙŀǘ ƛǎ bL{¢Ωǎ wƻƭŜ ƛƴ 5ƛƎƛǘŀƭ LŘŜƴǘƛǘȅΚ
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What Are the Digital Identity Guidelines?

Å Details the process and technical requirements for meeting the 
digital identity management.

Å Describes identity risk management process and assurance level 
selections (identity, authentication, federation assurance).

Å Provides considerations for enhancing privacy and usability of 
digital identity solutions and technology. 

Å Inclusive of 4 volumes:

Å Base ςDigital Identity Model and Risk Management 

Å A ςIdentity Proofing & Enrollment

Å B ςAuthentication & Lifecycle Management 

Å C ςFederation & Assertions 

Å Last major revision was in June of 2017.
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Why Are We Making Changes?

In ŎƻƴƧǳƴŎǘƛƻƴ ǿƛǘƘ ŦŜŜŘōŀŎƪ ŦǊƻƳ ƻǳǊ нлнл /ŀƭƭ ŦƻǊ /ƻƳƳŜƴǘǎΣ bL{¢ ŦƻŎǳǎŜŘ ƻƴ ŀ ŦŜǿ ŎƻǊŜ άŘŜǎƛƎƴ 
ǇǊƛƴŎƛǇƭŜǎέ ǘƻ ŘǊƛǾŜ ƻǳǊ ǳǇŘŀǘŜŘ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƴŘ ŎƻƴǎƛŘŜǊŀǘƛƻƴǎΥ

Å Advance equity.

Å Emphasize optionality and choice for individuals.

Å Deter phishing, fraud, and advanced threats.

Å Address lessons learned through real-world implementations.

Å Emphasize multi-disciplinary risk management processes.

Å Clarify and consolidate requirements where needed.

h¦w ²hw[5 I!{ /I!bD95 Lb twhCh¦b5 ²!¸{ {Lb/9 нлмтΤ L¢ L{ ¢La9 Chw h¦w D¦L5!b/9 ¢h /I!bD9 ¢hhΧ
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²Ƙŀǘ !ǊŜƴΩǘ ²Ŝ /ƘŀƴƎƛƴƎΚ

Publication Structure 

Å There will remain 4 volumes each focused on their respective aspects of digital identity.

Decoupled Assurance Levels (IAL/AAL/FAL)

Å There will still be three different types of assurance levels (identity, authentication, and 
federation) with three levels of assurance each.  

Privacy, Usability, and Security 

Å There will still be emphasis on balancing risks to each of these critical components of 
identity and solution delivery and volumes continue to include specific requirements and 
ŎƻƴǎƛŘŜǊŀǘƛƻƴǎΧǿŜΩǾŜ Ƨǳǎǘ ǘŀƪŜƴ ǘƘƛƴƎǎ ƻƴŜ ǎǘŜǇ ŦǳǊǘƘŜǊ ǘƻ ŎƻƴǎƛŘŜǊ ŜǉǳƛǘŀōƭŜ ŀŎŎŜǎǎΗ
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NIST SP 800-63-4: Digital Identity 
Guidelines (Base Volume)
Connie LaSalle, Senior Technology Policy Advisor, Information Technology Lab



Volume Overview ς800-63 Base Volume 

Å Introduces and describes 
foundational concepts, roles, 
and responsibilities referenced 
throughout all volumes, 
framed within the context of a 
digital identity model.

Å Provides a risk assessment 
methodology and a risk-based 
process of selecting assurance 
levels for identity proofing, 
authentication, and federation.

Å Enumerates the definitions and 
abbreviations relevant to the 
special publication.
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